EXEL

XL105

Keeloq™ Code Hopping Encoder

FEATURES PIN CONFIGURATION
B Secret Keys Read Protected in All Modes

. Plastic Dual-in-line
B Automatic Power Down “P* Package
B Power "Low" Indication on LED so ] ./ 3 voo
B Simple Programming Interface 12 5
B Hardware Error Correction on EEPROM Leo
m EEPROM Low Volitage Write Protection s2[3 5] pwm
B Low External Component Count: 3[4 5] ano

— On-chip 64x16 bit EEPROM

— On-chip oscillator

— On-chip oscillator timing components
— Complete on-chip reset circuit

E!IAJ Small Outline

- "RF" Package
— Current limiting on LED output \_J
— Internally debounced inputs =@ 8] voo
— Inputs internaily puliled low .
— No DIP switches required s1[2] 7] &6
® Small 8-pin SOIC and PDIP s2 3] 6] Pwms
sa [4] 5] ano
OVERVIEW PIN NAMES
The XL105 is a code hopping encoder for contactless ] '
remote control systems using RF, microwave or IR trans- S0-S3 Configuration Inputs
mitters and for contacted systems. It is intended for use GND  Ground Reference
with the Keeloq™ series decoders XL109, XL110, and PWM  PWM I/O Pin

XL138.

OPERATIONAL MODES

1) Code Hopping (CH) Contactless Remote Control
Mode

Each transmission is unique
Programmable, read-protected keys
Over 1.8x10'9 different keys availabie
For each XL105:

— Seven independent CH transmitters
— Seven 64 bit CH keys

— Five function buttons on one CH transmitter

56 bit transmission code length
Delayed second functions
Two selectable baud rates
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LED  LED Driver
Vpp Supply Volitage

2) Identification Friend or Foe (IFF) - Contact Mode

@ Bidirectional authentication

® Used for area access such as condominiums and
apartments

® 32 bit challenge and response

@ Four 64 bit IFF keys

3) Co-processor mode

Protocol similar to Microwire™

Five wire interface

32 bit encryption and decryption

Secret key generation for self-iearn

User EEPROM storage

— Available (28-4*Tx) X 16 bit words
(Tx = Number of transmitters)
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Functional Block Diagram VDD
8
| Oscillator |-—> Power
latching
LED -—7——1 LED driver |<—>
EEPROM Encoder/Decoder
PWM <—§+[ 32 bit Shift Register
Button Input Port
A
|5 4 (3 [2 (1
= S3 S2 St So
GND

APPLICATIONS

Applications for the XL105 include: vehicle security sys-
tems, gate and garage door openers, vehicle immobiliz-
ers, burglar alarm systems, remote control units, central
locking systems, electronic door locks, identity tokens
and tagging.

GENERAL DESCRIPTION

The Keelog™ XL105 is a code hopping encoder intended
for secure remote control systems. It is ideal for remote
control applications using radio frequency (RF), micro-
wave or infra-red (IR) transmitters.

The code hopping mechanism prevents unauthorized
access through code capturing while the 56 bit code
length prevents scanning.

The three main modes of operation and typical applica-
tions are:

® Code hopping encoder mode, used in
remote transmitters in unidirectional
transmission systems

IFF mode, used in bidirectional systems
such as code plugs in vehicle security
Coprocessor mode used in receivers or
controllers to interface the XL105to a
processor or decoder.

The mode of operation is selected according to the inputs
and configuration of the device. An easy to use PWM
(Pulse Width Modulation) serial interface is used to pro-
gram the necessary keys, system parameters and user
data into the system. The on board EEPROM is acces-
sible via the PWM interface.

A powerful but easy to use capability to implement secure
self-learn of transmitters to a receiver allows for simple
procedures to add or replace transmitters in security and
access control applications.

IMPLEMENTATION

The application circuits clearly indicate the simplicity of
implementations using Keelog™ devices. No DIP
switches, cutting of tracks or soldering is needed. In
addition, the small footprint device and very limited exter-
nal component requirements facilitate extremely small
packaging. Also, the small printed circuit board size and
low component count will realize significant savings in
material and labor.

The personal computer based programming software is
user friendly and efficient, making programming and
reprogramming by authorized stations easy. A single
probe is used to program a decoder and its matching
encoders in a single session. Production line software for
runs of single devices is also available. Transmitters can
later be added or replaced using the self-learn mecha-
nism.

BB 74829014 0002209 092 MM ss

R




EXEL

SECURITY CONSIDERATIONS

Remote control via RF or IR is popular for the control of
vehicle alarms, automatic garage doors and many other
applications. Conventional remote control systems are
based on unidirectional transmission and offer very lim-
ited security. More sophisticated devices based on bidi-
rectiona! transmission are also available. However be-
cause of their high cost and certain practical disadvan-
tages. especially the requirement for two receivers, they
are not widely used in commercial remote control devices.

The popular unidirectional transmission systems cur-
rently have two very important security shortcomings: The
codes they transmit are usually fixed and the number of
possible code combinations is relatively small. Either of
these shortcomings can lead to unauthorized access.
Such unauthorized access can be obtained by scanning
through all the combinations or by a code grabber. A code
grabber records a transmission for retransmission at a
later stage to gain access. Because frequencies are
usually fixed in a specific country and the ease of making
a code grabber the code grabbing principle is widely
recognized as a very serious threat to current remote
control systems.

Greatly improved security without cost increases (or
possibly even with cost reductions) can be realized by
using the Keeloq series of code hopping devices. The
XL105 teatures a complex nonlinear code hopping en-
coding algorithm that uses a 64 bit key to scramble a 32
bit transmission word. The code hopping mechanism
prevents code capturing, since a different code will be
used with every transmission. The scrambling process is
nonlinear and prevents the caiculation of the key, even if
a large number of transmissions are captured and ana-
lyzed. This provides the highest possible level of security.
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The 32 bit random portion of the transmission code
provides for in excess of 4,000,000,000 combinations and
thus prevents scanning (a complete scan would require
around 12 years!).

it is impossible for someone without the 64 bit key to
predict the next word in the sequence of transmission
words. The 64 bit keys can be pre-programmed but
cannot be read out of the XL105. This ensures that keys
will remain secret to anyone but the programmer. In HSS
mode, read-protected keys can be generated in secret
and stored in EEPROM. The device cannot be forced to
write keys to unprotected memory locations so that the
EEPROM contents cannot be used by an unauthorized
party to determine the keys.

Once a code has been transmitted, it will not be used
again for more than 65 000 transmissions. This means
that every key will result in a unique sequence of more
than 65,000 values in the set of 232 (over 4,000 million)
possible sequences of the transmission word’s 32 bit
random portion. Likewise, a matching Keelog decoder will
never accept any previous codes again over several
litetimes of a typical system.

The risk of accidentally activating a decoder with another
key is practically nonexistent— less than one in billions of
operations.

Another important and very practical security feature is
the inaccessibility of the keys. They cannot be read or
otherwise accessed from outside the Keeloq device. This
is far superior to DIP switch systems, where the code
combination can easily be copied.

This high leve! of security at prices comparable to obso-
iete fixed code systems is made possible by special
hardware and algorithm design techniques along with full
custom integrated circuit implementation on state of the
an silicon processes.
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FCC POWER CALCULATION

DULY CYCIE Of NBATET ......civeiiieciitiei ettt sttt ettt et a e e s be st e e e s eeessemneebeeerssneesteesnesnnearas (0.5) (50%)
HEAUBI THNIE ...ttt sttt s b st e s te e s ab e sae e e s tee e tesata e tssanstanasesanssennsssensesersansatenan 12ms
Worst case duty cycle of data bits ... s 0.667 (66.7%)
Dal@ DItS TIME oot sb et et a et e san e s be s et s erenesre e s s e rearesstrenreeneans 100.8ms
TOtAI WORG BIMIB ...t ettt e ae s et ebeeaser e bs e snssba s s eresntsae st sasstsennas 1128 ms

Worst case average power of 100 ms = ((0.667)(100))/100 = 0.667 (66.7%)

PIN ACTIVATION
S3 S2 S1 SO Function S3 52 S$1 S0 Function
0 0 Y] 0 Reset state 1 0 0 0 Programming mode
0 0 4] 1 Tx1A: Key 1fcn 1 1 0 0 1 Tx: fixed code
0 0 1 0 Tx1B: Key 1fcn2 1 0 1 0 Tx2: Key?2
0 0 1 1 Tx1C: Key 1fcn 3 1 0 1 1 Tx3; Key 3
0 1 4] 0 Tx4: Key 4 1 1 4] 0 Tx1D: Key 1 fcn 4
0 1 0 1 Tx5. Key 5 1 1 0 1 Tx1E: Key1fcn§
0 1 1 0 Tx6: Key 6 1 1 1 0 IFF
0 1 1 1 Tx7: Key7 1 1 1 1 Tagging
ELECTRICAL CHARACTERISTICS
ABSOLUTE MAXIMUM RATINGS
Symbol item Rating Units
Voo Supply Voltage -03t06.5 \;
ViN Input Voltage -0.3t0 Vpp +0.3 Vv
Vour Output Voltage -0.3t0 Vpp + 0.3 \
Tste Storage Temperature -55to +125 °C
TisoL Lead soldering temperature 300 °C
VEsp ESD rating 1500 \
Note: Stresses above those listed under “ABSOLUTE MAXIMUM RATINGS" may cause permanent damage to the device.
RECOMMENDED OPERATING CONDITIONS
Symbot Item Rating Units
Voo Supply Voltage 45t06.2 Vv
TamB2 Operating temperature industrial -40to 85 °C

Notes: 1) S0-S3 are internally pulled low by 50k resistors.

2) PWM /O pin is intemally pulled by low 100k resistor.
3) LED driver (2 mA) and coprocessor selact must be wired to VDD via a 10k resistor if no LED is used.

EXEL supplies Keelog™ demonstration kits, containing documentation, software, a programming probe
and samples of the integrated circuits as well as transmitters and receivers. These can be used to
assess the operational aspects of the devices. EXEL also supplies production hardware and software.
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DC ELECTRICAL CHARACTERISTICS

Ta=-40°C to 85°C, Vpp=5V 1t 10% unless otherwise specified

XL105

Symbol Parameter Min Typical Max Unit
lcc QOperating current (average) 1.0 mA
lcct Standby current 50 nA
leco Auto shutdown current 400 pA
Vi Input H voltage 0.7vDD \
Vi input L voltage 0.15VDD v
Vou Output H voltage @ 2mA 2.4 \
VoL Output L voltage @ 2mA 0.4 v
loL Output sink current 2,0 mA
lon Output source current 2.0 mA
loLep LED sink current 1.2 25 5.0 mA

_R§_°_3 Pull down resistance; S0-3 Pins 30 50 85 kQ
Rpwm Pult down resistance; PWM Pin 60 100 170 kQ

AC ELECTRICAL CHARACTERISTICS

Ta=-40°C to 85°C, V=5V + 10% unless otherwise specified
Symbaol Parameter Min Typical Max Unit
Fosc Operating frequency stability -45 80 %
TrPwR Transmit delay from power on 321 50 ms
Tpwms Bit period (slow mode) 1.8 ms
TrwMF Bit period (fast mode) 09 ms
TrwMmp Bit period (IFF, program mode) 0.9 ms
Tus Header length (slow mode) 12 ms
Trxs Header length (fast modse) 6 ms
Trxs Word duration (slow mode) 112.8 ms
TTXF Word duration (slow mode) 56.4 ms
Tsps1 Shutdown with 2nd func (slow) 7.2 S
Tspsz Shutdown without 2nd func (slow) 3.6
TsorFs Shutdown with 2nd func (fast) 3.6
Tsprz Shutdown without 2nd func (fast) 1.8
TRESET Ready after power on 19.6 ms
Tack Ready/Ack duration 300 us
TpeLt Delay before Ack 300 us
ToeL2 Delay before next command 20 us
Tgen Function generation time a3 ms

Note: All typical values are dependent on the internal oscillator frequency,
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PULSE WIDTH MODULATION (PWM) FORMAT
Bit format
: o ' , ! , Times Shown are for slow transmission
] 3 A
! ' i
'o121ms | 10.6ms 12ms !
1 0.6ms | .
' TPWMS TPwMS
Header Format
' ' ‘
] 1 1}
! 1 1
1
|
: ; .
' 6ms ! éms !
' THS :
i )
PWM word format
' 1 ] :
Header 32 bit hop code 24 bit fixed code
¢ 12ms : 57.6ms : 43.2ms ;
] ! [
' ' ‘
IFF CHALLENGE/RESPONSE . , ,
| Step command "0* 1, 1 | Ack !
' ' ' 110 XL105 : : ! from
T . ' ! L XL105
VDD Pin ' ! [ ! '
' ' ' i
' l L
PWM Pin, Ready from XL105 . ' R !
: Tack ' TewmF b Tack:
' ' ' . ToEL{
TRESET ! Driven by . 1 Driven by
! Controller ' + XL105
IFF command "1*
: IFF command + Challenge ! ' Header from XL105 | Response from XL105 '
| l I 32 bit challenge 32 bit challenge
o ‘ oo ' :
' TPWME | 28.8ms ltoeu: 6ms g 28.8ms ;
! Driven by Controller ! ! Driven by XL105 '
[ ' M ’
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APPLICATION CIRCUITS

Voo Voo
PBO 1
~—{s0 \“Avop %% PEO 0 Hvool—| 4~
—s TED PB1 s1 faz)
—S2 PWM ———————————« Txout [zf
PB2 _—— S2 PWM{—————a Tx out

—S3 GND 1 —{83 GND j

1 button remote control 3 button remote control
+5V
+5V
—® = o

S1 1ED 10KO{or LED) —s1 =) 10K (Xor LED)

S2  PWM Ivout —1sz  pwm . Ou
83 GND|—————= GND $3 ___ GND GND
Code plug operation (IFF) Code plug operation (Fixed Code)
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