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CA34C168

DATA ENCRYPTION PROCESSOR

« High speed VLSI cryptographic device for reai-
time or message forwarding systems

+ Supports Public Key and conventional
cryptosystems

. Public Key Exchange system compatible with
current DES systems

- Block size = 593 bits

. One Block Cipher mode and 2 Cipher Stream
modes

- Digital signature capability
- Message Authentication Code generator
- Command/status/profile B-bit port

. Data port configurable as one 16-bit bidirectional
or two 8-bit unidirectional parallel ports, or as
two full duplex synchronous key stream ports

» /O supported with interrupts and DMA

. Use In a secure conventional system with any
means of key exchange

« TTL compatible, low power CMOS

The CA34C168 is a versatile, very high speed data en-
cryption device designed for the digital voice/data com-
munications industry. Featuring facilities to complement
both Public Key systems and conventional cryptosys-
tems, the CA34C168 is intended for use in both real-time
file encryption or message forwarding environments. It is
also suitable for key exchange purposes in systems us-
ing the Data Encryption Standard (DES).

The CA34C168 can be programmed to work in either
block or stream cipher mode (two stream cipher modes
are available). In block mode, the device can be used
for interactive key exchange, standalone key exchange,
asymmetric key block data encryption or symmetric
(conventional) key block data encryption. When used for
conventional block encryption, the CA34C168 operates
at rates in excess of 300Kbits/sec.

The CA34C168 is supplied in both commercial and mili-
tary temperature ratings, and is manufactured using a
low power CMOS process. It is ideal for use in any
applications which require public key distribution, secure
data communications, authentication or digital signature.
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Figure1: CA34C168 BLOCK DIAGRAM
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Table 1 : PIN DESCRIPTIONS

Symbol Pin Type Name and Function
C,, 32:39 1o Command/Status Bus: Three state, bi-directional data bus lines used to
transfer commands into the device and status out of the device.
CLK 31 1 Clock: Master clock input (20 MHz maximum).
CREQ 4 o Command Request: Output signal used to indicate command/status port
readiness to accepta command.
cs 1 | Chip Select: A low signal to this pin enables reading and writing to the
command/status port.
D,,s 8,9, o] Data Bus: Three-State, bi-directional data bus lines used to transfer data in and
11-19, out of the device in both block and stream cipher modes. This port is user
21-25 configurable as a 16 bitbi-directional port, an eightbit uni-directional port,orasa
stream cipher port.
DACK 28 1 DMA Acknowledge: Inputsignal from a DMA controlier acknowledging that the
requested DMA cycle has been granted. This signal enables the data port.
DREQ1 6 o} DMA Request 1: Output signal to a DMA controller requesting a DMA cycle.
Indicates that the Data port is ready to receive data.
DREQ2 7 O DMA Request 2: Output signal to a DMA controller requesting a DMA cycle.
Indicates that the Data port is ready to transmit data.
INTE 5 o Interrupt Error Request: Output signal used to indicate that the CA34C168
needs service and that an internal error has occurred.
IOR 27 I VO Read: An activelowsignal at this pin accesses datafromthe data port(during
a DMA write transfer).
Iow 26 ! /O Write: An active low signal at this pin loads data into the dafa port (during a
DMA read transfer).
RD 2 | Read: An active iow read strobe at this pin enables the reading of status data
from the command/status port.
RESET 29 1 Reset: Alow signalto this pin resets the CA34C168.
Voo 10, 40 - Power: 5V + 10% power supply.
Vss 20,30 - Ground: Pin must be tied to ground.
VTR 3 - Write: An active low write strobe at this pin enables the writing of commands to
the command/status port.
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FUNCTIONAL DESCRIPTION

The basic function of the Data Encryption Processor (DEP)
is to perform arithmetic in the finite field GF(2°%). The
operations that are performed include, multiplication and
exponentiation. In addition, the device will compute the
multiplicative inverse of an element and implement sev-
eral other functions required for data encryption/decryp-
tion in Block Cipher and Stream Cipher Modes.

Since elements of GF(25%%) may be represented by binary
vectors of length 593, internal data is organizedinto 593-bit
blocks. There are three main 593-bit registers labeled A, B,
and D which are used to hold operands, multiply, exponen-
tiate, store results and buffer data into and out of the chip.
There are also two 256-bit registers labeled R and S for
exponent representation and key storage.

An internal microcontroller executes DEP instructions,
maintains device status, and controls the VO ports. The 8-
bit command/status port and 16-bit reconfigurable data
port are used to communicate with microprocessors or pe-
ripheral controliers. A block diagram of the internal struc-
ture is shown in Figure 1.

The DEP can be in one of three states depending on the
instruction issued. After the completion of any instruction,
the DEP goes into an idle State waiting for a2 new com-
mand. During the execution of a command, the DEP goes
into a Busy or Processing State, and while executing an
instruction involving data /O, the device will go into a Wait
State requesting data /O transfer. Figure 3 illustrates the
three possible states of the DEP.

IDLE WAITING

FOR COMMAND )

a4
WAITNGFOR Y€
DATA 1O Y.

PROCESSING

\(

NG

Figure 3 : DEP STATE DIAGRAM
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Table 2 : AC CHARACTERISTICS, COMMAND/STATUS PORT (T,=01070°C, V, = 5V +10%, Vgg = 0V)

Symbol Parameter Limits Units
Min Max

- Read Cyi . , Jmmgi e i
ter CSltoRDT 50 ns
toc CS hold after RD T 0 ns
tor RD T to data float delay 30 ns
taov RD { to data out delay 40 ns
ten RD pulse width 50 ns
(INTE) Interrupt error request to RD | 40 ns
tow CS! o WRI o ns
tow Data setupto WA T 50 ns
twe CS hold after WR T 0 ns
twen (CREQ) Command request low fromWR | 40 ns
two Data hold after WR T 0 ns
Yw WR pulse width 50 ns

Table 3 : AC CHARACTERISTICS, CLOCK PARAMETERS (T,=01070°C,V,,=5V+10%, Vo = OV)

CA34C168-10 | CA34C168-12 | CA34C168-16 | CA34C168-20
Symbol Parameter 10 MHz Limits | 12 MHzLimits | 16 MHz Limits | 20 MHz Limits Units
Min | Max Min Max Min Max Min Max
town High pulse width 40 33 25 20 ns
tow, | Lowpulse width 40 33 ] 25 20 ns
tok Clock period 100 | Notei|{ 825 | Notel| 62.5 | Note1 50 Note 1 ns
ot Clock rise and fall time (] 15 [¢] 15 o] 15 0 15 ns
thy,» | Maximum attainable throughput 150 180 240 300 Kbps

Note: 1. Minimum frequency is 100 KHz during arithmetic operations only. The contents of all registers are fully static.
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FIGURE 4 : TIMING DIAGRAMS, COMMAND/STATUS PORT

a) Read Cycle
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Figure 5 : CLOCK PARAMETERS
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Table 4 : AC CHARACTERISTICS, DATA PORT (T a=01070°C, V= 5V £ 10%, Vg = OV)

Symbol Parameter

. -

Limits Units
Min Max

ten DACK{toiOR T Note 1 ns
Lisck | Datasetupto streamclock T 50 ns
tonoe | IOR Tto data float 30 ns
tonsox | Firstclockissue from IOR 4 50 ns
toe DACK hold after IOR T 0 ns
taon Read puise width Note 1 ns
L Stream clock cycle 100 ns
teoxn Data hold after stream clock 4 0 ns
tscxore | (DREQ2) Data request low from final stream clock low 40 ns
taexov | Datavalidfrom stream clock T 70 ns
tsoaon | Streamclock { to IOR T 50 ns
tsown Stream clock high pulse width 25 ns
Stream clock rise and fall time 0 15

15
i @

eq DACKltoIOR T 50 ns
Yonoe | IOR Ttodatafloat 30 ns
tonov | JOR todatavalid out 40 ns
toc DACK hold after TOR T 0 ns
tore (DREQ2) Data requestlow from IOR{ 40 ns
taon IOR pulse width 50 ns
tacw DACK {10 IOW T 50 ns
toow Data setup to IOW T 50 ns
town Data hold after IOW T 0 ns
twac DACK hold after TOW T 0 ns
twors | (DREQ1) Datarequestlow from IOW. 40 ns
tow IOW pulse width 50 ns

Note: 1. IOR must be low during the stream operation.
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Figure 6 : TIMING DIAGRAMS, DATA PORT

a) Read Cycle (Stream Modes)
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Notes : 1. When IOR is high, the stream clock is masked and will notaffect the data output.
2. Stream clock must be low 50 ns before the falling edge of IOR.

b) Read Cycle (Block Modes)
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24 DEVICE
1.5 «—— TEST POINTS —— 1.5 UNDER — ]
045 TEST Cy = 100 pF
A.C. Testing Inputs are driven at 2.4V for a Logic 1 and 0.45Viora l
Logic 0. Timing measurements are made at 1.5V for alogic 1 and C, includesjigcapacitance —
1.5V foralogicO. B

Figure 7: ACTESTING VO WAVEFORM Figure 8: ACTESTING LOAD CIRCUIT

Table 5: DC CHARACTERISTICS (T, = 010 70 °C, V= 5V + 10%, Vg = OV)

Symbot Parameter Tost Limits Units
Conditions Min Max
™ Input leakage current high Vin= Voo 10 [17.3
by Input leakage current low V= 0V -10 MHA
hn Input leakage on Reset pin 29 V=0V -100 HA
hon Output leakage current high Vour = Voo 10 A
how Output leakage current low Vour = 0V 0 =10 WA
Vi Input voltage high 20 Vo +0.3 v
\ Input voltage low 05 08 v
vﬁl Output voltage high loyy = ~400 pA 24 A
Vou Output voltage low Iy =25 mA 0.4 v
Supply current operating Clock freq. = 20 MHz 60 mA
Supply current standby (Note 1) Clock freq. = 20 MHz 15 mA
Note: 1. Processor idle waiting for command
Table 6 : CAPACITANCE (T, =25°C,V,, =5V+10%, Vg = 0V)
Symbol Parameter Test Conditions Limits Units
Min Max
Cn Input capacitance Unmeasured pins 10 pF
Cour /O Capacitance Aeturnedio Vg 20 pF
Table 7 : RECOMMENDED OPERATING CONDITIONS
DC Supply Voitage +4Vto +6V
Operating Temperature Range Commercial 0°to 70°C
Industrial —40° to +85°C
Table 8 : ABSOLUTE MAXIMUM RATINGS
Power Supply Voltage (V,,;) -0.5Vto +7.0V
Power Dissipation (PD,,,,) 1 Watt
Operating Temperature (T.,) 0°t0 70°C
Storage Temperature (T, ) —65°TO +150°C

Stresses beyond those listed above may cause permanent damage to the device. These are stress ratings only, and functional
operation of the device at these or any other conditions beyond those indicated in the operational sections of this specification is not

implied. Exposure to maximum rating conditions for extended periods may affect device reliability.
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PORT DESCRIPTIONS
Command/Status Port

The Command/Status port is an 8-bit wide bi-directional
port (C,_,). This port is used to set the DEP mode of
operation, write commands and read DEP status. This port
is addressed as shown in Table 9.

The DEP’s Status Register can be read at any time.
However, in order to write instructions, the Command Input
Buffer mustbe empty. Status of the Command input Buffer
can be determined by reading the Status Register's Com-
mand Buffer Full (CBF) bit or by examining the level of the
Command Request {CREQ) pin. If CBF is low or CREQis
high, the Command Input Buffer is empty, and the next
command can be written.

Table 9 : COMMAND/STATUS REGISTER ACCESS

CREQ | RD | WR cs REGISTER
1 1 0 0 Command Input Buffer
X 0 1 0 Status Output Buffer
X X X 1 Don't Care
Data Port

The data portis areconfigurable 16-bit port(D,, ,) used for
data transfer (key data, plain text data, or cipher text data)
into and out of the DEP. This port is addressed as shown in

level of the Data Request2 (DREQ2) pin. If OBF or DREQ2
is high, the Data Output Buffer is full, and data can be read
from the port. Similarly, in order to write data to this port, the
Data Input Buffer must be empty. Status of the Data Input
Buffer can be determined by reading the Status Register’s
Input Buffer Full (\BF) bit or by examining the level of the
Data Request (DREQ1) pin. If IBF is low or DREQ1 is high,
the Data Input Buffer is empty, and data can be written to
the port.

The Data Portcan be configured as a 16-bit bi-directional
port, an 8-bit uni-directional port or in one of two stream
cipher port configurations. All port configurations are setin
the Mode Register via the SETMODE command. Table 11
describes the Data Port bit assignments for the DEP’s
Block Cipher and Stream Cipher Modes of operation.

Bit assignments for Stream Modes in Table 11 pertain to
data output commands (CPDO, CPA2DO or STRM mac-
ros). The datainputcommand, LOADD, will requestdatato
load the D Register in an 8 or 16-bit biock configuration.
This allows the user to load the D Register from one of two
standard buses while in stream mode. The allowable input/
output bus configurations are described in the Register
Section under the Mode Register.

Table 10 : DATA BUFFER ACCESS

Table 10. DREQ1| DREQ2 | IOW | TOR | DACK| REGISTER
In order to read this port, the Data Output Buffer must be 1 X 0 1 0_{Data Input Buffer
full. Its status can be determined by reading the Status X 1 1 0 0 | Data Output Butfer
Register's Output Buffer Full (OBF) bit or by examining the X X X X 1__| Don'tCare
Table 11 : DATA PORT BITS FOR BLOCK CIPHER AND STREAM CIPHER MODES
B Bit Uni-directional Block Configuration (default) D5y Uni-directional data out
D,, Uni-directional datain
16 Bit Bi-directional Biock Configuration Dyso Bi-directional data
Simplex Stream Configuration D, Txdatain
(Configurations of port on read cycle only) D, Tx data out
D, Tx clkin
Disa Hi-impedance
Synchronous Full Duplex Stream Configuration D, Tx datain
(Configurations of port on read cycle only) D, Tx dataout
’ D, Txclkin
D, Rx datain
D, Rx data out
Dy Rxclkin
Diss Hi-impedance
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REGISTERS

The following registers can be accessed in all modes of
operation:

Command Input Buffer (write only)
Status Output Buffer (read only)
Program | Mode Register (write only)
Controi Permute Loop Count Register {write only)
Data Input Buffer {write only)
Data output Buffer (read only)
A Register (read/write)
B Register (read/write)
Arithmetic| D Register (read/write)
R Register (write only)
S Register (write only)

Command Input Buffer

Data written to the 8-bit Command Input Buffer is inter-
preted as instructions or operands o instructions. For
example, the SETMODE command requires a one-byte
operandwhich changes the DEP’s mode of operation. See
the Programming Section for details of all DEP instruc-
tions.

Status output Buffer

The 8-bit Status Register will give the following DEP
summary: mode of operation (Block or Stream), process-
ing status (Busy or Idle), internal error status (Multiply or
Exponentiation Error), command buffer status (Empty or
Full), and data buffer status (Empty or Full). See Figure 9.

The Block/Stream Mode bit (BSM) indicates whether the
device is in Block Mode (fogic “17) or Stream Mode (logic
“07).

The Busy/ldle bit (B/l) when set to “1” indicates that the
DEP is busy executing an instruction. Zero means that the
DEP is idlewaiting for an instruction. This flag willgo into an
Idle state (logic “0") after all commands have been proc-
essed.

The Multiply Error bit (MTE) is set to “1” whenever a
multiply (MULT) is issued where either of the operands
(Registers A or B) has the value zero or all ones. In other
words, any attempt to multiply by zerc or all ones willcause
amultiply error. The Interrupt pin (INTE) will go high when
an error occurs. Both the MTE status bit and INTE will be
cleared automatically after the Status Register has been
read. Multiplication will not proceed if this is the case, and
the contents of registers A and B will remain unchanged.

The exponentiate error bit (EPE) is setto “1” whenever an
exponent register (Register D or R) is loaded with zero or
allones. Thatis, attempting to exponentiate with zero or all
ones as the exponent will cause an exponentiation error.
The Interrupt pin (INTE) will go high when an error occurs.
Both the EPE status bit and INTE will be cleared automati-
cally after the status register has been read.

Newbridge Microsystems

Note that as soon as an error has been detected process-
ing stops and the INTE pin is set to *1” indicating an error
has occurred (MTE and/or EPE). The Status Register must
be read to determine the type of error which has occurred,
and to clear the appropriate error flags.

The Completion Flag bit(CF)is an active low signal used to
indicate the completion of data transfers into and out of the
DEP. In 8-Bit Block Mode, the CF bit will go low for the 75
byte transfer. In 16-Bit Block Mode, the CF bitwillgo low for
the 37 16-bitword transfer. This signal may be used to flag
a CPU or a DMA controller at the end of a data transfer.

The Command Buffer Full bit (CBF) when set to *1*
indicates thata command has been written. When the DEP
has accepted a new command, it clears the Command
Input Buffer so that a new command can be written while
the current command is being processed. In interrupt
driven systems, the active high Command Reguest pin
(CREQ) can be used to indicate that the Command Buffer
is empty, and that the next command can be written.

The Output Buffer Full bit (OBF) when set to *1” indicates
that the Data Output Buffer is full waiting for the processor
to read the buffer. In interrupt driven systems, the active
high Data Request 2 pin (DREQ2) can be used to indicate
that the Output Buffer is full, and that it can be read.

The Input Buffer Full bit{IBF) when set to “1” indicates that
data has been written to the Data Input Buffer. The DEP will
clear this bit when it has accepted the data so that the next
byte orword can be written. Ininterrupt driven systems, the
active high Data Request 1 pin (DREQ?1) can be used to
indicate that the Data Input Buffer is empty, and that data
can be writtento it.

0y % D05 0, O; D, B, O
[esm ] w2 ['sve] ere] cr [ cor] oer] o6 ]

[ Tpur pava surrer ras 1
jo[weutoataBurFER BMPTY |

[ Jourrur DATA BUFFER FULL
[0 {ourPuT DATA BUFFER EMPTY |

[coramd i [comamo surrenraL |

|swerer_ [ o Jeommano surren BueTy |
[comLemon] 1 Joara TRANSFER cCOMPLETE |
el | o [oaTa TRANS FER NOT COMPLETE |

]Exh:;ggﬁ [ Jexponemanion Tvee error_|
lras [onoErAOR |

PRy T Tareucation Tvee emon.
Thas {0 [NoERmOR 1
[ausy [+ JoeP 8us¥ pROCESSING ]
[ [ofocrone ]
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|raa | o [sTREAM cipren wooE i

Figure 9: STATUS REGISTER
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Mode Register

The Mode Register configures the Data Port, sets the
device in Block or Stream Mode, and masks or enables
Interrupts. The Mode Register is configured with the oper-
and of the SETMODE command. See Figure 9 for the
Mode Register bit assignments.

Data Buffer Control bit 1 (DBC,) configures the Data Portin
Block or Stream Mode. This controi bit is used in conjunc-
tion with DBC2 and DBCO to completely specify.the bus
configuration.

Data Buffer Control bits 2 and 0 (DBC, and DBC,) specify
the configuration for the Data Input Buﬁer and Data Output
Buffer respectively. Loading data into the D Register, for all
modes of operation, can only be performed in the 8 or 16-
bit Block configuration. This is done so that the D Register
canbe loaded from a system bus while in one of the Stream
Modes. Reading data from the D Register can be per-
formed in any one of the four bus configurations. After a
reset, DBC, ; will be in a low state (8-Bitin, Block Mode, 8-
Bit Out). The combinations of DBC,_, are shown in Figure
10.

The leastsignificant nibble of the Mode Register is used to
selectively enable and disable output interrupts. Upon
reset, all interrupts are enabled (bits set to *17). The
interrupts include INTE, DREQ2, DREQ1 and CREQ.
Writing a zero to any one of these bits disables the
interrupt.

o, 0, by D, ©; D, D, D

: pecz | oac1 | oeco [wre| prece[orean]cren |

NTERRUPT |1 | BET COMMAND REQUEST WTERRUPT
MASK [ o] Mask conemanc REGUEST IRTERRUPT]

INTERRUPT 1 | SET DATA REQUEST 1 NTERAUPT
MASK |0 [ mask paTa REUEST 1 NTERRUFT |

[ TseT oava REouEST 2 NTERAUPT

MASK [0 [ mask DaTA RECUEST 2 iTERAUPT ]I
[ ecrennupt |1 | SET ERROR NTERAUPT ]
| Masx {0 [ Masx EnmOR wTERAUPT )|

oaTA | x| DaTA
BUS N _{STREAM |BUS OUT '

S8TS N, BLOCK MODE, 8BTS OUT

RESERVED

2075 N STRAEAM MODE, SIMPLEX NTEAFACE
8-BITS N STREAM MODE, FULL DUPLEX INTERFACE
AESERVED

16BITE N, BLOCK MODE, 16-8ITS OUT

16.BITS N, STREAM MODE, SMPLEX INTERFACE
16.BITS N.STREAM MODE, FULL DUPLEX INTERFACE

ala|al=lofo|o]|e
<lolelo|w|of=|o

Figure 10: MODE REGISTER ASSIGNMENTS

Permute Loop Count Register

The Permute Loop Count (PLC) Register contains the
number of R Register permutations which will be per-
formed on the command PERMR. This Register can be
loaded via the LOADPLC command where the operand
specifies the number of permutations. After a reset, the
PLC Register will have the value one, indicating one
permutation of R when PERMR is issued. IF the PLC
Register is loaded with hex *FF*, then 255 permutations of
R are performed on a PERMR command, and the value “0”
would perform 256 permutations on the R Register. The
value of the PLC Register will only change on areset (hard
or soft), a SETMODE, or LOADPLC command. PERMR
does notchange the PLC Register.

Data Input Buffer

Data written to this register may be key data, plain text
data, or cipher text data. To use this register, the LOADD
command mustbe issued. The opcode for thiscommandis
written to the Command port and data is written to the Data
Port.

The D Register is the only register which can be lcaded via
the Data Input Buffer, and since the D Register is 533 bits
long, the data transfer for LOADD is either 75 bytes or 38
16-bit words, -depending on the port configuration used.
Data is always loaded most significant bit first. For ex-
ample, in 16-bit input mode, on the first 16-bits of data
written, D<15> is bit 532 of the D Register, and the last 15
bits of the 38th word are ignored (37 words plus one bit is
583). Similarly, in 8—bit inputmode, the last 7 bits of the iast
byte (75th byte) written are ignored. The interface can be
interruptdriven (using the DREQ?1 pin) or poll driven (using
the IBF bit in the Status Register). The Interface Protocol
Section describes the control and timing information re-
quired to use this command.

Data Output Butfer

The Data Output Buffer is used to transfer data from the D
Register to the Data port in various port configurations as
defined by the Mode Register.

in Block Mode, the fuil 593-bit D Register is read inthe 8 or
16-bit output mode. Reading data from this buffer is, as the
input buffer, most significant byte or word first. In 8-bit
output mode, 75-bytes of data are read where the least
significant 7 bits of the last byte can be ignored. In 16-bit
output mode, 38-words of data are read where the ieast
significant 15 bits of the last word can be ignored. The
interface can be interrupt driven (using the DREQZ2 pin) or
poll driven (using the OBF bitin the Status Register). The
Interface Protocol Section describes the control and timing
information required to use commands which read from
this buffer. Those commands include *copy D out”
(CPDQ), “copy A to D out” (CPA2DO), and the message
btock (BLK) macro instruction.
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In Stream Cipher Modes, the D Register becomes the
source of a serial key stream used to exclusive-or with a
serial data stream for encrypting and decrypting data. The
two different types of Stream Cipher Modes available are
Simplex Stream and Synchronous Full Duplex Mode.

In Simplex Stream Mode, communication is only one way,
and all 593 bits of D are used as the key stream. In this
mode, bit D, of the Data Port becomes the output stream,
bit D, is data into the exclusive-or function, and D, is clock
input to shift data out as required. The port configuration
and connection to the D Register is illustrated in Figure11.

In Synchronous Fuli Duplex Mode, the D Register is
divided into 74 8-bit segments where 37 are allocated for
one direction (transmit), and 37 are allocated for the other

593-8IT D REGISTER
KEY STREAM GENERATOR

Newbridge Microsystems

(receive). Key stream data is extracted serially in an 8-bit
interleaved fashion for transmit and receive. Since this
mode is synchronous, key stream bits in each direction
must be used up at the same rate. The port configuration
and connection to the D Register is ilustrated in Figure 12.

8-BIT INTERLEAVE FOR TWO DIRECTIONS

563.B1T D REGISTER °
) KEY STREAM GENERATOR

DATAN b o 3:',:“"
D>

CKN

D>

Figure11: SIMPLEX STREAM MODE PORT
CONFIGURATION
0 ssg]

l l \ TRANSMIT
EXTERNAL TRANSMIT )) >0 @ DATA OUT
DATA IN D <0> 7 D«1>
EXTERNAL TRANSMIT
CLK IND <2> —

\ 4 \ A RECEIVE

EXTERNAL RECEIVE ) >0 o DATA OUT
DATAIND <3> 7 O <4>
EXTERNAL RECEIVE
CLK iN D <5> -

Figure 12: SYNCHRONOUS FULL DUPLEX MODE PORT CONFIGURATION

A and B Registers

TheAandB regiéters are 593-bits long and are principally
used to hold the operands for multiplication and the base
for exponentiation. If a multiplication instruction is issued,
the operands, A and B are tested for zero or all ones. An
error is generated if this condition is detected (MTE in the
Status Register). Exponentiation can also cause a multiply
error since muitiplication is part of the internal exponentia-
tion algorithm. All forms of exponentiation requires both A
and B Registers to be equal to form the base.

D Register

The D register is 533-bits long, and is used as an exponent
register for fuil discrete exponentiation (EXP1) aswellas a
bufferto interface tothe Datainput and Output Buffers. The

D Register also has access to a read-only memary to load
internal constants a, and o'. These constants can be used
as the base for discrete exponentiation.

When the D Register is loaded from the Data Input Buffer, it
is tested for zero or all ones. An exponentiation error is gen-
erated if this condition is detected (EPE in the Status
Register).

R and S Registers

R and S are two 256-bit registers used for exponent
representation and key storage. R is the primary exponent
register, and is used for Repeated Exponentiation, and
Message Authentication Code (MAC) generation.

The 256-bit exponent (R Register) has a mapping to a
593-bit exponent. The purpose of the mapping is to limit
the hamming weight of the exponent for fast exponentia-
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tion. There are three different types of exponentiation a
programmer can issue depending on system require-
ments. The three variants provide an important speed-se-
curity trade-off, for various applications, and environ-
ments. The exponentiation instructions and their relative
hamming weights are discussed in the Programming Sec-
tion.

The R Register is connected as a 256-bit maximal length
linear feedback shift register for the purpose of repeated
exponentiation. R is rotated or permuted to a new expo-
nent value with the “permute R* command (PERMR), and
the number of permutations performed on the R Register
can be programmed via the Load Permute Loop Counter
command (LOADPLC).

For Message Authentication Code (MAC) generation us-
ing discrete exponentiation, the DEP cyclically adds
(modular arithmetic) the encrypted result of one cycle
{from the A Register) with the current value of R, and uses
that as the next exponent. The instruction “copy A to R
plus® (CPA2R+) performs this operation. A high level
instruction (MAC) is provided to reduce the overhead in
generating MAC’s. See the Programming Sections for
details.

Both R and S can be loaded from the A or D Register in a
593—-bit transfer. Physically, the most significant bit of A
and D is connected to the the least significant bit of the R
Register, and the most significant bit of the R Register is
connected to the least significant bit of the S Register.
When a “copy A to R* (CPA2R) command is issued, the
least significant 256 bits of A (A, ) willbe storedin R, and
a “copy A to RS” (CPA2RS) command will result in R
storing the least significant 256 bits of A (A, ), and S
having the next 256 bits of A (A, ,o5). |

The R register can also be loaded with a pre—programmed
key via the *load R" (LDR) command. The programming of
this key can only be changed physically by Calmos at the
mask level. This is intended for applications where device
authentication is required. When the R Register is loaded
from any source, it is tested for zero or unity. An exponen-
tiation error is generated if this condition is detected (EPE
in the Status Register).

The contents of the two registers R and S may also be
swapped (SWAPRS command), allowing two representa-
tions for exponents to be stored in the DEP for bi-direc-
tional encryption/decryption. The S Register is also impor-
tant for re-synchronization, data recovery, and partial file
encryption/decryption.
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PROGRAMMING

The foilowing section lists the instruction set for the DEP.
The instructions are divided into three groups, Classes 1 to
3. The first set (Class 1), consists of indivisible, primitive
operations such as basic register manipulations (loading,
copying and swapping register contents). Class 2 instruc-
tions perform arithmetic operations, multiplication, expo-
nentiation, and inversion. Class 3 operations involve mac-
ros which use the Class 1 and 2 functions. These macros
implement the protocols for block and stream generation
such that a single instruction may be issued to the device.
This is intended to improve the throughput by reducing the
amount of control information that must be passed to the
device.

In the following section, the instruction mnemonics, their
function, the registers they affect, and the number of DEP
clock cycles required are listed.

Class 1 Instructions
Copy Instructions

Most copy (CP) instruction are seif explanatory except
those that deal with the DEP’s VO, and odd size register
transfers. Those instructions that deal with the DEP VO
(CPDO and CPA2DOQ) are discussed in the Interface
Protocol Section which follows the Programing Section.

Odd size register transfer instructions include those com-
mands which copy data from A or D (593-bitregisters)to R
or R and S (256-bit registers). The R Register always

Newbridge Microsystemns

receives the least significant 256 bits of a 593-bit register. If
the command is to copy to the S Register as wellas R, then
the S Register receives the next 256 bits of a 593-bit
register (bits 0 to 255 for R and bits 256 to 512 for S).
CPA2R+ is a special variant on odd size register transfer
which cyclically adds (modular arithmetic) one cycle from
the A Register to the cument value of R to form the next
value of R.

Load Instructions

The load commands that deal with the DEP YO (LOADD
and LOADPLC) are discussed in the DEP Interface Proto-
col Section. The other load (LD) instructions load con-
stants from internal ROM. Those constants include a, a*,
and the mask programmed key for R.

Swap Instructions

The swap commands are used to simply interchange the
contents of registers.

Permute instruction

The Permute R Register (PERMR) command will rotate
the R Register as a maximal length, linear feed back shift
register n times, where n is the value of the Parmute Loop
Counter (PLC). Note that multiple permutations of R can
only be achieved with the class 1 PERMR command.
Macro commands will only perform one permutation re-
gardiess of the value stored in the PLC Register.
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ARITHMETIC CONTROL UNIT « o
[::592 0 ‘ 592 0
FULL EXPONENT REGISTER AND
STORE FOR ELEMENTS: o, o™
592 0
-

255

(-]

MULTIPLIER REGISTERS

PERMUTABLE FAST EXPONENT REGISTER
AND STORE FOR MASK PROGRAMMED, PK

255 [+]

L= 1]

AUXIUARY KEY REGISTER

PROGRAM CONTROL AND BUS INTERFACE UNIT

7 0 ' 7 0 ? o 7 0
COMMAND INPUT STATUS OUTPUT MODE REGISTER PERMUTE LOOP
BUFFER BUFFER COUNT REGISTER
5 a 7 0 KEY STREAM KEY STREAM
I I KEY STREAM XMIT REC.
EXT EXT EXT
DATAOUTPUT  DATA INPUT CLK OR 1ok RCLK
BUFFER BUFFER
OR
DATA DATA XMIT XMIT REC. REC.
15 o IN ouT DATA DATA DATA DATA
DATA INPUT/OUTPUT DATA OUTPUT BUFFER IN STREAM MODE
BUFFER IN BLOCK MODE PORT IS CLOCKED WITH EXTERNALLY SUPPLIED CLOCKS

Figure 13 : CA34C168 USER PROGRAMMING MODEL
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Table 12: CLASS 1 DEP INSTRUCTION SET
instruction Operation Register DEP
OP Code AfB|[ D[R] S| cyecles
00 Resets internal DEP controller, Set Mode Register . 5
1o its default value, and Permute Loop Counter E
to one.
HALT 04 Halts any macro (class 3) instruction. 5
. Acts like a NOOP if no macro is running.
NOOP 08 Does nothing 5
SETMODE i0 Uses operand bit pattern to set the internal mode 20
. ofthe DEP.
CPA2B 20 CopiesAto B A 80
CPB2A 24 CopiesBto A B 60
CPD2A 28 CopiesDto A D 60
CPA2D 2C CopiesAto D A 50
CPD2B 30 CopiesDtoB D 80
CPD2AB 34 CopiesDtoAand B D D 60
CPDO 38 Send D to Output Buffer
CPA2R 40 Copies lowest 256 bitsof Ato R A 600
CPA2RS 44 Low 256 of Ato R& next256 of Ato S A An 600
CPD2R 48 Copies lowest 256 bits of Dto R D 600
CPD2RS 4C Low 256 of Dto R& next256 of Dto S D Dn 600
CPR2S 50 CopiesRto S R 260
CPA2R+ 54 Combines A and R to form aMAC A+R 600
CPA2DO . 60 Copies A to D, then D to Output Buffer D
LOADD 64 Loads the D register from input Buffer (Note 4) B |
LOADPLC 68 Loads Permute Loop Count with operand
LDABA 70 Loads A, B and D with constant a {(Note 1) o o a 60
LDABIA 74 Loads A, B and D with constant o* (Note 2) o' o] o 60
LDDA 78 Loads D with constant a (Note 1) a 60
LDDIA 7C Loads D with constant o' (Note 2) o’ 60
SWAPAB 80 Swap Registers A and B B A 60
SWAPBD 84 Swap Registers B and D D 8 60
SWAPRS 88 Swap Registers Rand S S R 260
LDR 94 Loads R with Programmed Key (Note 3) PK 5
PERMR 90 Rotate R (Value of Permute Loop Count) R'
Notes: a = Internal Constant {primitive element}

1.
2. o = Internal Constant

3. PK=Mask Programmed Key
4. 1B = Input Buffer
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Class 2 Instructions

The Inverse (INVA) command generates the inverse of the
value stored in the A Register. The resultis storedinthe A
Register and the B Register becomes undefined.

The multiply (MULT) instruction multiplies A times B in
GF(25%%). A gets the resultand B does notchange.

There are three variations of exponentiation (EXP) instrue-
tions available for varying degrees of security and speed.
In general, registers A and B start with the value to be
exponentiated, and the result appears in the A Register.
The exponent may be in vector form in the R Register (for
EXP2 and EXP3) or may be represented in its full binary
form in the D Register (for EXP1). If the exponent is taken
from the R Register, then exponentiation will involve a
maximum of 30 or 60 multiplications depending on the
command used. Full exponentiation taken from the D

Table 13 : CLASS 2 DEP INSTRUCTION SET

Register may require 592 multiplications. Note thatthe true
exponent representation inthe D Register is from least sig-
nificant bit to most significant bit, therefore, when a 593-bit
exponent is joaded into the D Register as MSB to LSB, the
true representation of the exponent s in reverse order.

EXP1 is the most secure mode of exponentiation in terms
of the size of the exponent space. The number of elements
in this space is on the order of 10'®, EXP2 has a smaller
exponent space (it is on the order of 10%) but it is consid-
erably faster. EXP3 has an exponent space of size 10'®
and so falls between EXP1 and EXP2 in both security and
speed. Thebasic underlying security on types of exponen-
tiation is the discrete logarithm problem. The security level
of each mode based on this problem is the same. For more
details pertaining to security issues, see the document
“Security of the CA34C168".

Instruction®* . Operation DEP
OP Code cycles
Compute the inverse of A (Note 1) 50000
MULT A0 AgetsA*B A'B 1300
EXP1 BO Full exponentiation (A)° upto 108
EXP2 ca Fast exponentiation (Note 3) AR 1 (AP up o 40000
EXP3 cC EXP2 upto 80000
PERMR
CPA2B
SWAPRS
EXP2
PERMR
SWAPRS (Note 2) (AR | (AyfRS) R s
Notes: 1. U=Undefined

. R',S'=Onerotation or permutation of the original values

. For EXP1 to EXP3, registers A and B must be equal
. * Arithmetic in GF(25%%)

1
2
3. Rm'=The R Register mapped to its equivalent 593 bit exponent
4
5
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Class 3 Instructions

Class 3instructions are designed to improve throughputby
reducing the amount of control information that must be

Table 14 : CLASS 3 DEP INSTRUCTION SET

passed to the DEP. These macro instructions are formed
from Class 1 and 2instructions.

Instruction
OP Code

Operation

BLK E4

loaded with the exponent)
CPB2A

CPA2D

EXP2

SWAPBD

LOADD

SWAPBD

MULT

SWAPBD

CPA2DO

PERMR
REPEATBLK

Block Encryption/Decryption using internal or external base (Starts with the base loaded into B, and R

TEST CBF (IF CBF = 1, JUMP TONEXT COMMAND)

STRM F4
CPB2A

EXP2

(WAIT FOR STREAMLOW)
CPA2DO (in stream mode)
PERMR

Stream using aninternal/external base loaded into B (R is loaded with the exponent)

REPEAT STRM{RESULT ISPLACED IN D}

LOADD
CPD2AB
EXP2

CPA2R+
REPEAT MAC

{Used only in Block mode. Starts with R loaded)

TEST CBF (IF CBF = 1, JUMP TO NEXT COMMAND)

Message Block (BL.K) Macro

The BLK instruction can be executed after the base (A and
B Register) and the exponent {R Register) have been
loaded. When this command is written, 533 bits of a
message are loaded into the D Register, encrypted using
fast exponentiation, and the corresponding ciphertext
block is output from the D Register for transmission. BLK
will repeat the the enciphering process until a HALT or the
next command is written. A HALT or the next command is
written before the last block of data is read out if you wish to
stop the BLK foop. Note that a full block of data must be
read out before the next command stops the leop.

The receiving side starts with the same exponent R and
the inverted value of the transmitting base. Upon receipt of
a ciphertext biock, the block is loaded into the D Register,
decrypted, and output from the D Register as a message
block.

Stream Clpher (STRM) Macro

When executing this instruction, the DEP will generate a

continuous key stream for enciphering and deciphering
data through a built-in exclusive-or function. The clock for
extracting key stream bits is provided externally. The
STRM instruction is executed after the base (A and B
Register) and the exponent (R Register) have been
loaded. Two configurations are possible for this macro
depending on the port configuration: Simplex Stream Ci-
pher or Synchronous Full Duplex mode. The STRM macro
differs from the block macro since any command will stop
STRMimmediately.

Message Authentication Code (MAC) Macro

This macro is used to generate a MAC for any number of
transmitted ciphertext blocks. The receiver will be able to
regenerate the MAC and compare it to the transmitted
MAC. The MAC macro is stopped by writing the next
command before the last block of data is loaded. Usually a
CPA2DOQ is written before the last block is loaded in order
to read the Message Authentication Code out of the DEP
for transmission.
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DEP INTERFACE PROTOCOL

The DEP has aflexible interface to meet the needs of many
existing system architectures. There are four data bus
configurations to choose from as well as the support of
interrupt or poll driven systems. Reading and writing to the
DEP is completely asynchronous with respect to its clock.
This allows easy integration into existing systems, and
does not tie the system clock to the potentially faster DEP
clock, a maximum 20 Mhz rate (for CA34C168-20 parts).

Initialization

The DEP is initialized in one of two ways. A hardware reset
(bringing the reset pin low) will reset the internal controller,
reset the PLC Register to one and put the device into the
default mode. The reset line must be held low for five DEP
clock cycles during a hardware reset. The default mode is
8-bit uni-directional Biock mode with all external interrupts

| RESET I

[ WRITE 'SETMODE' TO I

COMMAND PORT

enabled (the Mode Register equals hex 0f). Writing to the
Mode Register (via the SETMODE command) will re-
initialize the VO, and reset the PLC Register to one. The
initialization procedure is illustrated in Figure 14.

Writing Commands (single byte)

Upon a reset, the CREQ pin will go high (requesting a
command) and the CBF bit of the Status Register will go
low indicating the command buffer is empty. A flowchart for
entering commands is given in Figure 15, and the timing
sequence is shown in Figure 16. An instruction can be
written as long as CBF=0 whether the DEP is busy or idle.
When the DEP has accepted a command and begins
processing (Busy Flag goes active, B/l=1), CBF will be
cleared so that a new command can be written while the
previous instruction is still executing.

START

l {
NO (' cBr-07 OR CREQ=1? )

& YES
[ WRITE NEXT COMMAND

TO COMMAND PORT

Figure 15 : WRITING SINGLE BYTE INSTRUCTIONS

CBF=0? OR CREQ=1?

R

I WRITE NEXT COMMAND |

TO COMMAND PORT

CBF /

N—"

I 124

Figure 14: INFTIALIZATION

N

Figure 16 : WRITING DEP INSTRUCTIONS

3-21

Power ed by | Cniner.com El ectronic-Library Service CopyRi ght 2003



CA34C168

Newbridge Microsystems

Commands Requiring Operands

The SETMODE and LOADPLC commands require a
single byte operand to be written to the Command Port.
The operand is written when the DEP empties the com-
mand buffer (after the opcode has been accepted). A
fiowchart for these commands is shown in Figure 17, and
the timing is the same as single byte commands (see
Figure 15).

Commands Requiring Data Transfer

Commands which involve reading and writing to the D
Register require multiple byte or word transfers to be read

u CBF=0? OR CREQ = 17
YES

WRITE OPCODE TO
COMMAND PORT

5 CBF=0? OR CREQ =17

YES

WRITE OPERAND TO
COMMAND PORT

NO { cBF-0? OR CREQ =17

WRITE NEXT COMMAND
TO COMMAND PORT

Figure 17 : WRITING COMMANDS WHICH REQUIRE
OPERANDS TO THE COMMAND PORT

from and written to the Data Port. In all DEP modes of
operation, the following commands require VO from the
Data Port: CPDO, CPA2DO, and LOADD. However, the
BLK macrocommand uses CPA2DO and LOADD in Block
Mode only; and the STRM macro commanduses CPA2DO
only in the Stream Modes.

The commands, CPDO and CPA2DO, are issued for
reading the D Register via the Data Port in all modes of
operation. In general, reading the Data Port requires the
monitoring of the OBF status bit or the DREQ2 pin, and the
number of bits, bytes or 16-bitwords transferred (CF status
bit). The flowchart of Figure 18 shows the reading process.

m CBF=0? OR CREQ =1?

YES

WRITE CPA2D0 OR CPDO
TO COMMAND PORT

Figure 18: WRITING COMMANDS WHICH REQUIRE
DATA TO BE READ FROMTHE DATA
PORT
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in 8 or 16-bit Block Mode, the CPU has to read 75 bytes or
38 words respectively. In order for a valid read to occur,
DREQ2 or OBF must be high when IOR and DACK are
brought low. The timing diagram for these instructions in
Block mode is shown in Figure 19.

Stream Cipher Mode timing is similar to that of the Block
Mode where a valid read can only occur when DREQ or
OBF is high and IOR and DACK are brought low, however,
data and clock must be asserted as well. The clock pin
mustbe low before the actual read because the rising edge
of clock will shift the first bit of the D Register to the Data

Port. This is key stream data (the most significant bit of D)
exclusive-ord with data in. In Simplex Stream Mode,
DREQ2 will remain high for the full 593 bit transfer. The
timing is shown in Figure 20. In Synchronous Full Duplex
Mode, DREQ2 goes high for 8 bits of transmit and receive
data(atotal of 16 bits transferred), then low while the buffer
is being filled with the next 16 bits. This process continues
until 592 bits have been transferred (37 bytes for each
direction). The timing is shown in Figure 21. While in
stream mode, a new command will inmediately stop the
STRM macro and execute the new command written. A
HALT will act as a NOOP to stop the STRM macro.

e D (" N _f? VAP
DAGK /{\7\/——\ V2N BV
oR / X X
o ( AN O
-1 / N
Disa 0R Brs z TUTNSES CTTUY SRS Ty

Note : Read 75 bytes or 38 words depending on bus configuration
Figure 19: READING D OR A REGISTER (CPD0 OR CPA2D0)

e N S
DREQ2
E— p N
wex N\
- R N /_:_
e/ \
1 S/ i
0. 0aTAM § NG G G G A

D <2, CLOCKIN

Figure 20: READING D REGISTER IN SIMPLEX STREAM MODE

—
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The command, LOADD, is issued to load the D Register via
the Data Portin ali modes of operation. Loading D requires
monitoring the IBF status bit or the DREQ1 pin, and the
number of bytes or 16-bitwords transferred (CF status bit).
The flowchart of Figura 22 shows the writing process.

In 8 or 16-bit Block Mode, the CPU has to write 75 bytes or
38 words respectively. In order to issue a valid write,
DREQ?1 must be high or IBF low when OW and DACK are
brought low. The timing diagram for this instruction is
shown in Figure 23.

E¢:er-' 0? OR CREQ =17

WRITE LOADD TO
COMMAND PORT

NO fi8r . 07 OR DREQ1 = 17

I WRITE TO DATA PORT I

S D

YES

Figure 22: WRITING COMMANDS WHICH REQUIRE
DATA TO BE WRITTEN TO THE DATA

PORT
CREQ
WA LOAD D
DREQ1
DACK
oW /
oF u
CBF / N\
81 / \.
z z z z
Disq OR Doy S VALID DATA e VALID DATA D -rmm =
MS BYTE OR WORD BYTE OR WORD BYTE OR WORD
[ 2] #2 #75 OR #38

Note : Write 75 bytes or 38 words depending on bus configuration
Figure 23 : WRITING DATATO THE D REGISTER (LOAD D)
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APPLICATIONS

The CA34C168 can be incorporated into systems in a
number of ways. Figure 24 shows the basic device being
interfaced to a microprocessor bus for block encryption
transfers. This configuration can be used as part of the
communications control subsystem of a larger device.

Figure 25 shows a conceptual diagram of a standaione
cryptosystem. Here, the device is used for both the ex-
change of keys and encryption/decryption of block data.
The device can also be used in conjunction with conven-
tional cryptosystems.

Figure 26 illustrates the CA34C168 used as a public key
passing device along with a DES device for conventional
encryption/decryption.

To improve compatibility with other systems, the configu-
ration shown in Figure 27 may be used. Here the
CA34C168 provides the public key exchange facilities
aliowing either system to be used for the data exchange.
This technique is used to provide compatibility with existing
private key systems (such as DES in North America), and
allow users to communicate with the CA34C168. This is
particularly convenient in countries where the export of
DES is not permitted. Messages can also be enciphered
with one system, then encrypted with the other for added
security.

In Figure 28, the device is shown in a stream cipher
application. This may include digitized voice or serial data
applications.

NN DATA
)

Figure 24 : MICROPROCESSOR INTERFACE for BLOCK TRANSFERS

CA34C188

Figure 25 : STANDALONE CRYPTOSYSTEM

L

CIPHERTEXT
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U A

DATA

Figure 26 : CONVENTIONAL DES DEVICE with CA34C168 for KEY PASSING

+

LLER [

[ : VO PORT

A
COMMUNICATIONS I oA s l l DEVICE ]
CONTRO

U DATA

Figure 27 : CA34C168 with DESDEVICE

. . SYNC-LOSS
DETECT COMMUNICATIONS

CONTROLLER

[ ]

Y W
XMIT DATA I l ENCRYPT XMIT DATA
XMIT CLOCK ENCRYPT XMIT CLOCK
 RECEVEDATA ENCRYPT REC DATA
" RECEWECLOCK ENCRYPT REC CLOCK
PLAINTEXT | CIPHERTEXT

Figure 28 : STREAM CIPHER
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