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1.0 utline

RPG100/RPG1@F is an IC that generates physicd randombit stream and random numbersat high speeds and
no external components are required. Each random bit is output withthe random bit generation clockcontinuously
and each random number can be read with the high-speed shift clock Statisticd randomnumber genemtor tests

circuitis builtintothe chip and statisticaltests forrandomnesscan easily beobtained.

2. Fundions

Iltem

Explandion

Random bit output

Continuous serial random bits, which are synchronized with the random
bit generation clock, are output from serial data output terminal.

Random number

Serial random bit stream is converted to 16 bits random numbers and are stored

output intemally. The stored random numbers, which can be read with a shift clock, are
output from data bus.
Statistical test A statisticd ted forrandomness[FIPS1402(Change Notice 1 Btatisticd
for randomness random numbergeneratortests] can be obtained. The testdata andthe
and test data output | judgment of the statisticd test @n be read. All inemallystored randam numbers

are clearedwhen thestatisticd ted is started and randan numbersby which the
statistical test forrandamnesswas executed are newly stored. These random
numberscan be used referingto the judgemern of the test.

3. Specifications

3-1. Absdute maximum rdings

(VSS=RVSS=0V)
ltem Symbol Rating Unit
Supply voltage VCC VSS-0.5~+4.0 \%
RvCC RVSS-0.5~+4.0 V
Input voltage Vi VSS-0.5~VCC+0.5 V
Output voltage Vo VSS-0.5~VCC+0.5 \Y
Output current lo 14 mA
Power dissipation Pd 300 mwW
Storage temperature Tstg -55~125 °C
3-2. Recommended operation conditions
(VSS=RVSS=0V)
ltem Symbol MIN TYP MAX Unit
Supply voltage VCC 3.0 33 36 \Y
RvCC 3.0 33 36 V
H level input voltage VIH VCCx0.8 - VCC Vv
L level input voltage VIL VSS - VCCx0.2 V
CLK R frequency fr 245 250 255 KHz
CLK_R duty - -5 0- %
Clock input trT 50 - - nS
interdiction time
Hold time of H level tTH 50 - - nS
Hold time of L level to 50 - - nS
Width of start pulse twr 50 - - nS
Operating temperature Ta -40 - 85 °C
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3-3. DC characteristics
(VCC=RVCC=3.3+0.3\WWSSRVSS=0V,Ta=25°C)

Item Symbol Conditon MIN TYP MAX Unit
Supply current ICC | CLK R=250KHz - 2.3 - mA
PSV=H -0. 13- mA
PSV=H -1 5 uA
CLK_R=STOP
H level output voltage VOH | IOH=4mA VCC-0.5 - VCC \Y
L level output voltage VOL | IOL=4mA VSS - 04 V

3-4. AC characteristics
(VCC=RVCC=3.3+0.3WWSSRVSS=0V,Ta=25°C)

Item Symbol Conditbn MIN TYP MAX Unit
Data output delay time 1 trs Load 50pF - - 20 nS
Data output delay time 2 to Load 50pF - - 50 nS
Data output delay time 3 ta Load 50pF - - 25 nS
Output enable time tzo Load 50pF - - 18 nS
Output disable time toz - - 6 nS
(Drive OFF time)

Address setup time tsa 20 - - nS
Address hold time tHA 50 - - nS
Chip select setup time tsc 20 - - nS
Chip select hold time tHe 50 - - nS

3-5. Random bit & Random number specifications

ltemS pedfication
Source of randomness Noise in semiconductors
Stored maximum number of Max 16bitx32

random numbers
Quality of the random bit stream | FIPS 140-2(Change Notice1) Statistical random number
generator tests corresponding

3-6. Package specifications

Item RP G100 RPG100F
Package dimensional standard Plastic LQFP Plastic QFN
Size of package with leads 9mmx9mm 5mmx5mm
Number of pins 32 pins 32 pins
Lead pitch 0.8mm 0.5mm
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3-7. Pin layout

<RPG1M LQFP Packag>

.~ N~~~ o~

SIS RCIN S L)
DI DI DI D| DI DI
aNalalalNalaNON))
Z2Z2Z2ZZ2ZZ0W0m
rrreroeery >>
RVCC 110 &[] RND_D(6)
RvSS [ | 1 RND_D(7)
TEST [_| ] RND_D(8)
PSVv [] 1 RND_D(9)
A1 [] (TOP VIEW) 1 RND_D(10)
A0 [] 1 RND_D(11)
OE [] ] RND_D(12)
cs [ o 171 RND_D(13)
EFXE ODODNESF
D 1 o0« «
Txx>5255
0o A'n
Z Z
X o
<RPG100F QFNPackaye>
T T 2>
0,0 06 08 0 08 0 0
oo daddaa
Z2zZzZz2zZzzZzZZz
¥orerer e o
Jguuuduuuu
RND D(14) O X . ] VSS
RND_D(15) [D 17 25 | (] vce
RNDS [ ] RND_D(5)
(TOP VIEW) vee (BOTTOM VIEW) | RND_D)
VSS [D (] RND_D(3)
CLK.T DO Stage ] RND_D(2)
1 CLK R [D 9 1 ] RND_D(1)
‘/ RST [O# ¢ ] RND_D(0)
ANANARANANAEANR
NWwo<>FEn0
Ooo<<uvwm v o
“EZe
Note
Stage is opencircuitad,conrectionto GNDis umecessay.
Pleasedo natlay the PCB signd pattems unde the Stage.
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4. Terminal function explanation

Terminal symbd Terminal rame I/0 Fundionexplanation
OE Output enable | | Data bus output control signal.
CSs Chip select | | Chip enable/disable control signal.
CLK R Random bit | | Random bits are generated with the rising edge of the
generation clock clock.
CLK T Shift clock || Shift clock to random numbers output, data
selection clock when statistical test data is read and
start pulse when statistical test is started.
A1,A0 Address | | Output data seledionto data bus and enabling
addresstostart shtidical ted.
PSV Power saving | | If'H powersaving is enabled( 8-2 reference
RNDS Serial data output O | Random bits that synchronize with the random bits
generation clock are output. When the random bits
generation state flag is‘L'the valid random bits can be
used. If the power saving is enabled the output is'L.
RND_D (15~00) Data bus O | Random nunbersand variousdata are output. When
the randam bits generdion state flagis ‘L,
valid doredrandom nunberscanbe used
TEST Test | | Connect to the same potential as VSS.
RST Reset I | When'Lreset occurs.
Input a ‘L level signal at power-on.
VCC Power supply
RvCC Analog power supply Connect to the sane potential as VCC.
VSS GND
RVSS Analog GND Comed tothe same patential asVSS.
(Truth tables) X:HorL
CS OE Chip cortrol Data bus Serial data output
H X Disable High impedance Output
L L Enable Data output Output
L H enable High impedance Output
A1 A0 Data inthe data bus Shift clockfunction Serial data output
0 0 Random number Random numbers Output
shift clock
0 1 Action state data Random numbers Output
shift clock
1 0 Statistical test state Start pulse to Statistical Output
data test
1 1 Statistical test data Statistical test data Output
selection clock
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5. Output data explanation

5-1.Randam nunber

Output bt Output data explanation
b15~b00 16 b its ra ndom n umber can be re ad c ontinuously up to the number of random
numbers stored.
5-2.Action state data
Output bt Output data explanation
b05~b00 Number of random numbers stored.
b06 Presence of stored random numbers (H:Presence, L:Absence).
b07 Initialization flag (H:Ini tialized end , L:Initializing).Afterre leasing resetthe  output
becomes'Luntil 512 CLK R counts and the random bits output are invalid.
b08 Statistical test state (H:Testing, L:Test end).
b09 Random bit s generation state flag .(H:Abnormal operation, L :Normal ope ration).
When the ra ndom bits g eneration c ircuit is in norma | operation mode the flag
is'L.But the flag is'H'when Initializing.
b15~b10 ‘Lfixation.

5-3. Statistical test state data  * timingchart 7-3and7-4 refe@ences.

Output bt Output data explanation
b05~b00 Statistical test data selection address.

b06 Region of random bits for statistical test.

b07 Statistical test state(H: Testing, L:Test end).

b08 Statistical test result(H:Fail, L:Pass).

* Same as statistical test data00(b15).

b12~b09 Data for test.
b15~b13 Data for test.
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5-4. Statistical testdata  * timing chat 7-3 and7-4 references.

Statistical test daa
sele(:_lc_élscirr:g:)ress Output bits Outpu ddta explanation
00 (Da ta 00) b15~b00 Statistical b00:Dda 02 judgnent b08:Dda 10judgnent
test result b01:Dda 03 judgment b09:Da ta 11 judgment
(H:Fail) b02:Dda 04 judgnent b10:Data 12 judgment
(L:Pass) b03:Dda 05 judgnent b11:Data 13 judgment
b04:Data 06 judgment b12:Data 14 judgment
b05:Data 07 judgment b13:Data 15 judgment
b06:Data 08 judgment b14:Data 16,17 judgment
b07:Data 09 judgment b15:otal judgnent
01 (Da ta01) b15~b00 | The total number of random bits for statistical test
02 (Da ta02) b15~b00 The monobi test dda (Numbe of ‘H’bits)
03 (Da ta 03) b15~b00 The longrunstest dda (Maximun nunber d consecuive bis)
04 (Da ta 04) b15~b00 The runstest dda Number écontiruous‘Lbi length1
05 (Da ta 05) b15~b00 Numberof contiious‘H’Hilength1
06 (Da ta 06) b15~b00 1%} Number écontiruous‘Lbi length2
07 (Da ta07) b15~b00 § Numberof contiious‘H’Hilength2
08 (Da ta 08) b15~b00 kel Number écontiruous‘Lbi length3
09 (Da ta 09) b15~b00 g Numberof contiious‘H’Hilength3
10 (Da ta 10) b15~b00 & Number écontiruous‘Lbi lengthd
11 ( Data 11) b15~b00 g Numberof contiious‘H’Hilength4
12 (Da ta 12) b15~b00 -g Number écontiruous‘Lbi lengthd
13 (Da ta 13) b15~b00 2 Numberof contiious‘H’Hilength5
14 (Da ta 14) b15~b00 € Number écontiruous‘Ibi length6 <
15 (Da ta 15) b15~b00 S Numberof contiious‘H’Hilength6 <
16 (Da ta 16) b15~b00 5 The pokertest cita Calculded value (DIfC )]‘ ) | Low bis
17 (Da ta 17) b15~b00 § * f( i) is Dda 18-33. High bis
18 (Da ta 18) b15~b00 ) Number é4bis value'00’
19 (Da ta 19) b15~b00 g Number é4bis value'01’
20 (Da ta 20) b15~b00 ) Number é4bis value'02’
21 (Da ta21) b15~b00 3 Number ¢4bis value‘03’
22 (Da ta22) b15~b00 g Number é4bis value'04’
23 (Da ta 23) b15~b00 o Number é4bis value'05’
24 (Da ta24) b15~b00 S Number é4bis value'06’
25 (Da ta 25) b15~b00 6 Number é4bis value'07’
26 (Da ta 26) b15~b00 § Number é4bis value'08’
27 (Da ta 27) b15~b00 ? Number é4bis value'09’
28 (Da ta 28) b15~b00 (‘,_) Number é4bis value'10’
29 (Da ta 29) b15~b00 % Number é4bis value'f’
30 (Da ta 30) b15~b00 Number é4bis value'12’
31 (Da ta 31) b15~b00 Number é4bis value'13’
32 (Da ta 32) b15~b00 Number é4bis value'14’
33 (Da ta 33) b15~b00 Number é4bis value'15’
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6. Block diagram

Random bits Random bits Outpuf] )
Generation Buffer > Random bits
circuit output
Serial to parallel Random numbers
1 ' Conversion circuit Holding circuit >
y 4
CLK_R : ) Selector = Output = Data bus
Buffer
N Stati§tical1l test Test data > :
circuit
A
A0,A1 : f T
CLK T oo CLK_T Cognt > er
CS circuit Output control
OE —|
7. Timingchart
7-1. Randam bis output (RST=HPSV=TEST=L)
fr
| |
ckr_+ L+ L4 g S S} (N
—>{—i<— trs
CLK T !
|
|
RNDS X X X S X X X
Random n:umbert (b15) (b14) (b13) (b01) (b00) ! (b15) (b14)
E<— Each 16bit sequence is held as a random number ‘;’
7-2. Randam numbersoutput (RST=H TEST=OE=CS=A0=A1=L)
*Possible toreadcontinuousy uptothe numberof randomnumtbers stored
CLKR  f | 4 |
i
CLK_T | 4 | )
i i | ! |
t r<—{rT (CLK_T input interdiction) trh—= ¢ =t
I |
RNDS X ! X :
1 T
—>:—i<— tmo —>:4:<— tmo
RN DﬁD X Random number 1 X 2 X 3

Note:Data Bus use

This IC canstore 32steps 16bit andam number and you can read them cortinuausly p to the numberofstored
You can check thenumber of 16bit raadom nuker stored and get them Lty reading and sifting registerwithCLK_T.
If youwart to checkthe numberof 16bitrandan numberstored, please set addressA1=0, A0=1, ard readoutput
b05 -b00of RND_D

Andif regster stores 16bit mndom rumber, pease change addressA1=0 A0=0to read them.
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Then the first 16bit random nuber is comming to output of RND_D with changing address.

If you want to read all mndam numbers stored please inpu CLK_T with"thenumber of 16kt rendom numberstored - 1"
times

Pleasencte that if you input CLK_T with sameas the number of 16hit mndam numberstored, the last odput of RND_D
is'00000000000M0O00 and thisis not rancbm number.

Checking the number of 16bit randomnumberstored and output them.
(RST=H,TEST=0OE=CE=L)
Address >< A1=0,A0=1 >< A1=0,A0=0

A1,A0 (Action state) (Random_number)

Shift clock

CLK_T

Data bus >< b05-b00 ><Random numberO><Random number1><Random number2><Random number3
RND_D (Number of random numbers

stored)

7-3. Statistical ést (RST=A1=H,PSV=TEST=0OE=CS=A0=L )

cckR_ 4 L& L4 LA L4 L& L4
123 4 5 6
CLK T £

20003 20004 20020 20021

Note) CLK_T input interdiction(There is a possibility that the statistical

A S I

S ! [} <
i twr test operation becomes impossible when the CLK _T is input.)
i 1 2 20000
LG D S S S S G G GH GRS G G
. Random bits ! 1
Start of test ] for statistical test | :
RND_D X 00 i i !
(bit00-05) i i !
RND_D 1
(bit06) i
RND_D
(bit07)
RND_D Y \ _Result
(bit08)

7-4. Statisticd ted data output ( RST=HTEST=OE=CS=L )

CLK T, o e
P
[Statistical test data] ! tro
(A1=H,A0=H) !
RND_D Data00 X Data01 X Data02 X Data03 X -+« -+« X pata3s ¥ Dataco X Data01 X
|
|
[Statistical test data selection address]:
(A1=H,A0=L) |
RND D oo X o X 02 X 03 X ~X__3300 X X o1 X
(bit00-05)
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7-5. Output enable / disable time 1(CS=L)

OE
RND_D — o
9:—:@ to 9:—:@ toz

7-6. Output enable / disable tme 2(OE=L)

CS
RND_D — D
<t e toy

7-7. Data output delay time 3 (CS=0OE=L)

A1,A0

RND_D

<

-
>

<

7-8. Address setup / hold time

A1,A0 X X
[} I
CLK T £ I
[} [} [}
tsa : # :‘ tha
7-9. Chip select setup / hold time
CSs
i i
CLK_T L1 ! [
tsc——+ i thc

8. Reference material
8-1. FIPS 140-2(Change Ndtice1)Statisticd raendomnumbergeneratortests

(1) The mondit ted
X derotes thenumber ofH'bts in a 20,000 rancbm hits stream. Thetest is passedif 9725 < X <10,275.

(2)Thelongruns test

X dendes the maximumnumber of consecutive b of either all'Hor all‘''in a 20,000 randam bit stream. he
test is passed ifX <26.
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(3) The runs test
Xi denotes the number of corsecutive bits of same kind o length i (1 <i <6) in a 20,000 random bis stream. If i =6
consideredo be of i = 6. The test & passed f the Xi lieswithin thespecifiedrequired itervds inthe table given bebw. This
must hadl for bah‘Hs andL’s.

Length of Run Required Intervd
12, 315<X1<2,685
21, 114 < X2< 1,386
35 27 <X3<723
42 40< X4<384
51 03 < X5<209
6< 1 03 < X6 <209

(4) The poker test

Divide the 20,000 random bits stream into 5,000 consecutive four bits segments. Let (i) be the number of
occurencesof theith(0< i< 15) type of fou bits segment.
Evalude thefollawing :

X=(1655000)e (g[f(i ¥) - 300

The test 5 passed if 216 <X < 46.17.
Letmodify the inequality

15
1,563,175 < Y [f(i)] < 1,576,928

i=0

The poker testis judjed fram this inequdity
8-2. Notes whenpower saving(PSV)is used
The powersaving isa fundion to stop the internd random bit generationcircuit operation, and to reduce the
power supply curent. The followng attentionis necessar to use the powersaving so that an interral rancom bit

generdion circut stos when changingto the power savingmode

(1) Powe savingmode andmoderelease
The powe savingmodeand the mode releaseare executed by the followng sequences

Check the store of 32 random numbers PSV=H CLK_Ris input
RND_D05=H (A0=1,A1=0) <more than one clock>

Y

[Powersavingmodg

CLK_Ris input

[Powersavingmoderdease] | PSV=L |—»
<more than one clock>

(2)PSVinput aterreleasngresed
Atter releasing reset, thefirst section of 1024 clocks (CLK _R)periodis used for initidizaion and to store first
32(16bitx32)random numbers IfPSV=Hinthis sedion, the ranrdom kLt generation stops, and the storedrandom
numbersbecome"0".Please ecute the power saing mode dér inputing 1024 tocks.

RESET

CLK_R K -
1

RND_DO05

(A0=1,A1=0)
PSV | H can be input.

1024
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(3) Random numbers reading when power saving (CLK_T input with A1=0)
When randan numbersare read, randan numbersare autamaticdly added only asfor the read amount. There
is a possbilitythat "0" is stored because the reandom bit genertion stops at PSV=H wken random numbersare
read other than the undementioned sequencesPleaseavoid the reading of randam numbersother than the
undermertionedsequences

[Sequence 1]

| [Reset release] |—> [Check the store of random numbers] | [Power saving] _ |[Power saving release]
> RND D05=H (A0=1,A1=0) PSV=H PSV=L
v A
[Clock stop] - [Clock start]
CLK R=STOP | | CLK R=START

When you stop clock {

[Random numbers reading]

CLK T input
[Sequence 2]
| [Reset release] |—> [Check the store of random numbers > [Power saving] > [Clock stop]
> RND_DO05=H (A0=1,A1=0) PSV=H CLK_R=STOP
[Clock start] < [Power saving release]| . |[Random numbers reading]

<
Il

CLK_R=START PSV=_L B CLK_T input
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